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.. aprender o progromor?

e Comprension proFundo de vulnerobilidodes

e [esorrollode herramientas personalizadas
o Actualizocion constante de conocimientos
e Copocidodpora analizar el codigo

e Independencio



e [Desarrollo de tools {Automatizocion?

O o, python, ruby, bash
o Molwore:

o G, GC++, a=sm, Nim, Rust, PowerShell, Python
o lWeb-Mobile Pentest

o Jova, PHP, Python, CH, Ruby

o JovaScript, WASM, HTML, TypeScript



e =cripting
e +algoritmos

e +potterndesign{sofFtware}



Desarrollo de herramientos simples poro toreos especifcos.
Automotizocion de procesos monuoles o repetitivos.

Recoleccidn de inFormacién masiva {recon, exfltroacion, scroping?.
Procesomiento répido de resultodos, sin depender de
herromientos externas.

‘¢




Uso de algoritmos de bisquedo, ordenamiento y hashing poara
optimizor toareas.

Medoro del rendimiento de herromientos oFensivas 4y defFensivas.
Implementocion de logicos ovoanzodos en moalwore, EDR=s, Fuzzers y

onolizodores.

DFS vs BFS

'@ & Algorithm




Desarrollo de soFtware robusto, montenible y escalable.
Organizacion de cédigo en médulos reutilizables {poyloads,
gvasores, handlers).

Focilita el crecimiento de herroamientos ofensivas completas {como

Fromeworks o botnets). o

- IN PYTHON ==

'SINGLETON \ ‘ ADAPTER
Pacton (Factory Met hod)
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Explore © ”(A?sf‘ News & Events v  Multimedia v NASA+ [L1ve

LIVE Thursday, July 10,12 p.m. EDT (1600 UTC)

NASA and its partners will discuss the agency's upcoming SpaceX

News Conference

Crew-11 mission to the International Space Station

NASA's SpaceX [ £ TR
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Mode.as:
O Express.us, Next.as, Nestds, FostiFy, Koo, Hopi
JOwa:
0 Spring Boot, Jokortao EE, Micronouwt, Quarkus, Vert.x, Spark
Eo:
o Bin, Echo, Fiber, Beego, Revel, GuFFalo
Ruby:
O  Ruby on Rails, Sinatra, Honomi, Grope
PHP:
o Lorawvel SymFony, Codelgniter, Slim, 2end Fromework, Yii
Python:
o Duongo, Flask, FastAPRIL, Tornodo, Pyromid, Gottle
CH / .MNET:
O RASP.MNET Core, Blazor, NoancyFX, Mono, Web API
Rust:
O HActix, Rocket



e Vulnerability: SQL Injection

Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA

More Information

SQL Injection (Blind)
Weak Session IDs
X85 (DOM)

X85 (Reflected)

X388 (Stored)

C3SP Bypa:
Javascript

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level
PHPIDS: deablod

Viow Source

Viow Halp




Home
Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA

SQL Injection (Blind)

Weak Session IDs
X85 (DOM)

X85 (Reflected)
X388 (Stored)
CSP Bypass
Javascript

DVWA Security
PHP Info
About

Logout

Username: adim
Security Leve!
PHPIDS: deot

Vulnerability: SQL Injection

Submit

More Information

Viow Source | View Halp
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e Vulnerability: SQL Injection

Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

P nclusion

File Upload
Insecure CAPTCHA

More Information

SQL Injection (Blind)
Weak Session IDs
X85 (DOM)

X85 (Reflected)

X358 (Stored)

CSP Bypass
Javascript

DVWA Security
PHP Info
About

Logout

Username: o
Security Leve!
PHPIDS: deot

Viow Source | View Halp
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e Vulnerability: SQL Injection

Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

P nclusion

File Upload
Insecure CAPTCHA

More Information

SQL Injection (Blind)
Weak Session IDs
X85 (DOM)

X85 (Reflected)

X358 (Stored)

CSP Bypass
Javascript

DVWA Security
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About

Logout
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Security Leve!
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Viow Source | View Halp
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e Vulnerability: SQL Injection

Instructions
Setup / Reset DB

Brute Force
Command Injection
CSRF

File Inclusion

File Upload
Insecure CAPTCHA

More Information

SQL Injection (Blind)
Weak Session IDs
X85 (DOM)

X85 (Reflected)

X358 (Stored)

CSP Bypass
Javascript

DVWA Security
PHP Info
About

Logout

Username: adim
Security Levet
PHPIDS: deabic

Viow Source | View Halp

currentBlock))

ntBlock[ ‘interrupted’'] = (

$currentBlock[ 'interrupted'] + 1 :

$blockTypes []= $blo

$currentelock[ 'interrupted'])
1




e Evitor depender de herromientos.

e Explorar moanualmente muchos veces es meJor que usar tools

qulmap\;



technique number of letters number of requests

simplest binary search 220
sglmap 220

binary search + trie 220

https://synawk.com/blog/improving-sql-injections

2028

1496

967
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Security company RSA denies
knowingly installing NSA 'back door

Denial follows allegations that pioneering company made
NSA algorithm its default in return for payment

Second NSA Crypto Tool Found in RSA BSafe

urity Agency - NSA/CSS

NATIONAL SECUR




liblzma

liblzma - openssl

@& <




us [31] & ©x3F | ox4e;
curve25519(. e\ t, user_public_key);
curve25519(us

ey, master _pub_key, share_key);

3. =9;

// shaZSG constants
) OX6AO9EG6E7;
OxBB67AES85;
Ox3C6EF372;
OXAS54FF53A;
Ox510E527F;
= Ox9BO5688C;
Ox1F83D9AB;
= Ox5BEECD19;

SHA256 Update( 7

SHA256_Final(s! // sha256 of share_key

Moallox

"__PUBLIC_KEY.

Lc/FMNvrB5zHoTV

static char g_Publchey[

ECRYPT_ivsetup(&FileInfo->CryptCtx, FileInfo->ChachalV);

ECRYPT_encrypt_bytes(&FileInfo—->CryptCtx, Buffer, Buffer, BytesRead);

Offset.QuadPart = —((LONGLONG)BytesRead);

SetFilePointerEx(FileInfo->FileHandle, Offset, NULL, FILE_CURRENT);
WriteFullData(FileInfo->FileHandle, Buffer, BytesToWrite);
//break;

CloseHandle(FileInfo—>FileHandle);

FileInfo->FileHandle = NULL;

int len = strlen(FileInfo—>Filename);

int lengthExtension = strlen(g_Extension);

charx EncryptedFilename = (char x)malloc(len + lengthExtension + 1);
Rt1SecureZeroMemory(EncryptedFilename, len + lengthExtension + 1);
memcpy (EncryptedFilename, FileInfo->Filename, len);
strcat(EncryptedFilename, g_Extension);

Conti




package main

1'mp0rt C
2 crypto”
“crypto/ecdsa”
crypto/e111pt1c
crypto/ran
1 crypto/rs
17 "crypgo/sha256"
) "testing'

func Benchmarkecc(f *testing.8) {
message := [1byte("This is a test message")
hash := sha256.sum256(message)

b. Run("KeyGenerat1 on", func (b *testing.B)

for i := 0 » < b .N; 4+ { File Edit View Docks Pr Scene Collection Jools Help
-, err := ecdsa.Generatekey(ellipt e 13 px Audio Mixer =
if err !=nil { -t -
! b.Fatalf("Failed to generate E DesktopAudio2 Mic/Aux: Mic/Aux4
3 } ; 0.0de 00d8  -08dB
? -0 -0 -0
D = LY EY kg
26 I : ‘-»m 10 10 {
privateKey, err := ecdsa.GenerateKey(ellip: w i o ;,,.;';‘:j,‘,‘:’; » B f”s B
if err != nil sspx | 0 52 px ~20 -2 -0
b.Fatalf("Failed to generate ECC key: ! B e, ey - -2 =
} —L.:_n. etind o gwwrmte 2 a2 I = =
LM benchmark_test.go = -3 =
40 -0 S
Q --45 -45 --d5
- . -4 L5 -5 e
o 55 -3 55
- 2 -8 -0 o
H 3 §
O Display Capture © Properties Filters  Display 22MP55: 1680x1050 @ 0,0 (Primary Mc < e 3
Scenes B  Sources 5 Scene Transitions = Controls =
Escena % a Fade g Start Streaming
camera ©a 300 o
Duration ms o P RecONE
deploy Z & + @ H
. % a Start Virtual Camera o
Z a Studio Mode

deploy 2



https://docs.google.com/file/d/1iYazZu4_-T-vx4JbZniGsR-67Od_ZoRs/preview

PlayStation 3 hack - how it happened
and what it means

A group of coders claims the PS3 has been hacked, opening
the doors to software piracy. We look into the implications
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PS C:\Mimikatz\mimikatz_trunk\x64> .\mimikatz.exe Applications + _Places ~  bloodhound + Sun 1525 v [H o~

BloodHound

L## A ##. "A La Vie, A L'Amol
##/\ # /[ =
#¢ \ / ## Benjamin DELPY "gentilkiwi® ( benjamin@gentilkiwi.com )
T#2 v #2' http://blog.gentilkiwi.com/mimikatz oe. eo)

LEEEEE, mimikatz 2.1 (x64) built on Mar 5 2017 22:41:35
ur"

Database Info

gy with 20 modules
OB Adress Jo—

mimikatz # privilege: :debug o

Privilege '20' OK Computers

mimikatz #_ssléur]sa: :pth /user:jeff /domain:jefflab.com /ntlim:d4dad8bof8ccb87f6d6d02d7388157ea
user : je
domain : jefflab.com
program : cmd.exe
impers. : no
NTLM : d4dad8bof8cch87f6d6d02d7388157ea

| PID 4240

| TID 5608 )

| LSA Process is now R/W

| LUID 0 ; 12663024 (00000000:00c138f0)

\_ msvi_ 0 - data copy @ 00000250B30F9B80 : OK !
\_ kerberos - data copy @ 000002508316B778
\_ aes256_hmac -> null
\_ aes128_hmac -> null
\_ rc4_hmac_nt 0K
\_ rc4_hmac_old 0K
\_ rc4_md4 0K

\_ rc4_hmac_nt_exp 0K
\_ rc4_hmac_old_exp OK

mimikatz # _

Mimikotz / G Bloodhound / Gao



[ # main ~ BloodHound / cmd / api/ src / bootstrap / server.go
¥ master ~ mimikatz / mimikatz / mimikatz.c

Blame
& code 55% faster with GitHub Copilot

¢ CreateDefaultAdmin(ctx context.Context, cfg config.Configuration, db database.Database) error {

etConsoleTitle(MIMIKATZ L™ " MIMIKATZ_VERSION L™ ™ MIMIKATZ_ARCH L™ (ce.€0)");
etConsoleCtrlHandler(HandlerRoutine, TRUE); o FirstName: null.NewString(cfg.DefaultAdmin.FirstName, true),
LastName: null.NewString(cfg.DefaultAdmin.LastName, true),
ntf(L"\n"

L™ s, " MIMIKATZ_FULL L"\n"

L™ .## ~ ##. " MIMIKATZ_SECOND L" - (oce.eo)\n" authSecret = model.AuthSecret{
" ## / \\ ## /*** Benjamin DELPY “gentilkiwi’ ( benjamin@gentilkiwi.com )\n" 3 Digest: secretDigest.sString(),
A > https://blog.gentilkiwi.com/mimikatz\n" DigestMethod: secretDigester.Method(),

" ou v s Vincent LE TOUX ( vincent.letoux@gmail.com )\n"

L
L
L
L

" anaes’ > https://pingcastle.com / https://mysmartlogon.com ***/\n");
mimikatz_initorClean(TRUE);
if cfg.DefaultAdmin.ExpireNow {
authSecret.ExpiresAt = time.Time{}
void mimika nd(NTSTATUS status)

{
Y 2 authSecret.ExpiresAt = time.Now().Add(appcfg.GetPasswordExpiration(ctx, db))

mimikatz_initOrClean(FALSE);
#if ldefined(_POWERKATZ)
SetConsoleCtrlHandler(HandlerRoutine, FALSE); K Ty 3 a3
if _, err := db.InitializeSecretAuth(ctx, adminUser, authSecret); err != nil {

#endif
return fmt.Errorf("error in database while initalizing auth: 24

{

passwordisg := fmt.Sprintf("# Initial Password Set To:  %s  #", cfg.DefaultAdmin.Password)

, err)
kull_m_output_clean();
#if !defined(_WINDLL)
if(status == STATUS_THREAD_IS_TERMINATING)
i ing := stri "o Msg)-2)
2d(STATUS_SUCCESS) ; paddingString := strings.Repeat(" ", len(passwordMsg)-2)
i 4 S % iR (basswordiess
(STATUS_SUCCESS); borderString := strings.Repeat("#", len(passwordisg))
slog.Info(borderString)
slog.Info(fmt.Sprintf("#%s#", paddingString))
BOOL WINAPI HandlerRoutine(DWORD dwCtrlType) slog. Info(passwordMsg)

{ 4 slog.Info(fmt.Sprintf("#%s#", paddingString))

mimikatz_initorClean(FALSE); slog.Info(borderString)

eturn FALSE;
Clean(BOOL Init) 3 return nil

unsigned short indextiodule;

PKUHL_H_C_FUNC_INIT function:

Mimikotz / G Bloodhound / Gao




Desarrollo de aplicaciones para Windows  Explorar v Desarrollo v Platsformas v Solucién de problemas  Recursos v

@ Es posible que algunas partes de este tema se traduzcan de manera automética o mediante IA.

% Filtar por titulo Lear / Windows / Aplicaciones / Win32

indice de API /

indice de la API de Windows

fndice de API
Lista de AP! de Windows

> Conjuntos de API de Windows
API de WinkT a a5 que se puede llamar desde una aplicacion

de escritorio A continuacién se muestra una lista del contenido de referencia de la interfaz de programacién de aplicaciones (API) de

Windows para aplicaciones de escitorio y servidor

Con la API de Windows, puede desarrollar aplicaciones que se ejecuten correctamente en todas las versiones de
Windows mientras aprovecha las caracterfsticas y funcionalidades tnicas de cada versién. (Tenga en cuenta que
anteriormente se llamé a la APl win32. El nombre api de Windows refleja con mas precisién sus raices en Windows de 16
bits y su compatibilidad con Windows de 64 bits).

Interfaz de usuario

winopi

ITAPI Undocumented Functions

interinals.net team presents:

The Undocumented Functions
Microsoft Windows NT/2000/XP/Win7

Currently includes: UserMode (Kernel Mode soon)

This is an advanced, low-level programer's guide to Windows NT Kemel, Native APl and drivers.
Al remarks, fixes and comments are very welcome.

ReactOS o.4.16-dev-1493-ge7358c5

“This software and/or documentation s provided as free and it freely avaiable and redisributable, in a entirety
orin a parts as long as a Copyright and author's name are included. You are hereby permited to use, view,
read, copy. print, publish, redistribute and modify this software and/or documentation

The software/documentation Is provided to you "as Is” without warranty of any kind. The entire risk of
usage and all it's consequences including data loss and hardware damage are with you.

undocumented Functions

Main Page = Related Pages | Modules

compstu

credui

cryptdil

cryptnet

cryptui

dbgeng

dbghelp
cofi.c
compat.c
compat.h
cpu_arm.c
cpu_armé4.c
cpu_i386.c
cpu_x86_64.c
dbghelp.c
dbghelp_private.h
dwarf.c
dwarf.h
elf_module.c
image.c
image_private.h
inflate.c
macho_module.c

» minidump.c
module.c
msc.c
path.c

pe_module.c

Namespaces ~

4

Classes ~  Files~ | Examples
- 4k

* for process of id & T
.

static BOOL fetch s_info(struct dump_context® dc)
u 23 = ox1000;

NTSTATUS nts;

void* pcs_buffer = NULL;
if (!(pes_buffer eap(), @, buf_size)))
f 33)

{

n(SystemProc rmation,
cs_buffer, buf_size, NULL);
ATCH) 3
ap(), @, pcs_buffer, buf size *= 2);

nts = NtQuerySystemInforma

nts != STATUS .
pes_buffer = He
(!pcs_buffer)

spi = pes_buffer;
i

(HandleToUlong(spi->UniqueP 1d) == dc->pid)

>num_threads
>threads =

spi->dwThreadCount;

pAlloc(GetProcessHeap(), ©,
dc->num_threads * si

(!dc->threads) failed;

(i = @; i < dc->num_threads; i++)

of (de->threads[@]));

dc->threads[i].tid ULong(spi->ti[i].ClientId.UniqueThread);
dc->threads[i].prio_class = .dwBasePriority; /* FIXME */
dc->threads[i].curr_prio = spi->ti[i].dwCurrentPriority;

Heap(), @, pcs_buffer);
) H . .
FORMATION*®) ((char*)spi + spi->NextEntryOff
eap(), @, pcs_buffer);

static void

{

ch_thread_stack(struct dump_conte

const CONTEXT*

0id* teb_addr,
SCRIPTOR* mmd)

reoctos
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__inte4 _ fastcall sub_93F@(__int64 al, const _ m128i *a2, _ int64 a3, _ int64 a4)
{

__int64 v5; // rdi

int v7; // ecx

__int32 v8; // ecx

int v9; // edx

__int64 result; // rax

*(_QWORD *)al = OLL;

v5 = al + 8;

*(_QWORD *)(v5 + 176) = OLL;
memset (

(void *)(v5 & OxFFFFFFFFFFFFFFFSLL),

o,

8 * ((unsigned __int64)((unsigned int)al - (v5 & OxFFFFFFF8) + 192) >> 3));
*(__ml128i *)(al + 72) = _mm_loadu_sil28(a2);
*(__m128i *)(al + 88) = _mm_loadu_sil28(a2 + 1);
*(_QWORD *)(al + 184) = *(_QWORD *)a3;
v7 = *(_DWORD *)(a3 + 8);
gmemcpy((void *)(al + 128), “"expand 32-byte k", 16);
*(_DWORD *)(al + 112) = v7;

} 1= 0); *(CDWORD *)(al + 144) = a2->m128i_i32[0];
o g *(CDWORD *)(al + 148) = a2->m128i_i32[1];
(*(callback * 0y SRR R

return;|
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Revision y andalisis de codigo open source con Anes de investigocion.
Modifcocion de librerios poro experimentocion o validocion tedrica.
Desarrollo de pruebos de concepto {PoC} en miltiples lenguowes {Go,
Python, C, etc.}.

Auvtomotizocion de pruebos, benchmorks y recoleccion de metricas.
Prototipado rapido poara exploroar nuevos ideos o L&cnicas.
Integrocion de herramientos de andlisis estatico/dindmico en

Audos de investigocion.



[1] README @ Code of conduct &5 Apache-2.0 license &[5 Security

Welcome to the OpenSSL Project

() GitHub CI m () 0S Zoo CI m () Provider compatibility across versions m () Run openssl quic interop testing m
) Run-checker daily n

OpenSSL is a robust, commercial-grade, full-featured Open Source Toolkit for the TLS (formerly SSL), DTLS and QUIC

protocols.

The protocol implementations are based on a full-strength general purpose cryptographic library, which can also be
used stand-alone. Also included is a cryptographic module validated to conform with FIPS standards.

OpenSSL is descended from the SSLeay library developed by Eric A. Young and Tim J. Hudson.

The official Home Page of the OpenSSL Project is www.openssl.org.

Languages
|}l
C747% ® Perl223% ® C++ 1.5%
Raku 0.5% Assembly 0.5%
® Shell03% @ Other 02%

iii



[T README 3% License &[5 GPL-2.0license &3 LGPL-2.1 license

QEMU README

QEMU is a generic and open source machine & userspace emulator and virtualizer.

QEMU is capable of emulating a complete machine in software without any need for hardware virtualization support.

By using dynamic translation, it achieves very good performance. QEMU can also integrate with the Xen and KVM
hypervisors to provide emulated hardware while allowing the hypervisor to manage the CPU. With hypervisor
support, QEMU can achieve near native performance for CPUs. When QEMU emulates CPUs directly it is capable of
running operating systems made for one machine (e.g. an ARMv7 board) on a different machine (e.g. an x86_64 PC
board).

80.2% ® C++ 11.7%
Python 4.1% @ Shell 1.5%
Assembly 0.7% Meson 0.5%

® Other 1.3%
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Name 0 ik

BitTorrent.exe 0.095777 0.904223

CheatEngine72.exe 0.595671 0.404329

DeSmuME-VS2019-x64—-Release.exe 0.600130 0.399870

DiscordSetup.exe 0.884147 ©.115853

ExplorerSuite.exe 0.032886 0.967114

Firefox Installer.exe 0.203847 0.796153

n_suspicious [packers __[nt_headers optional_headers [.. __[is_maware | o . L e
I N M P He&dlSQLTll .2.0 : 6213_Setup.exe 0.524242 0.475758
_—_ MediaCreationTool2lHl.exe 0.708111 0.291889
I S S S R procexp.exe 0.390036 0.40990u
& 0. . . [ 1 i L S,
Sublime Text Build 3211 x64 Setup.exe 0.796720 0.203280

TeamViewer_Setup.exe 0.914815 0.085185

torbrowser-install-win64-10.0.16_en-US.exe ©0.438228 0.561772

precision recall fl-score support VirtualBox—6.1.22-144080-Win.exe 0.842857 0.157143
VirusShare_00c28cee9c68743029820U45b5fFaff8U6 0.004458 0.995542

0 0.97 0.99 0.98 982 VirusShare_00c9833a35b0a8bd957dd85cUlfce5b9 0.005648 0.994352

1 1.00 0.99 0.99 2941 VirusShare_00e6af8a522259b83fa317b7a2f8f161 0.035028 0.964972
VirusShare_0al3612f52c6ceb541c01udd3cdblod7 ©0.110018 0.889982

accuracy 9.99 3923 VirusShare_0a83777e95be86c5701aaba0d9531015 ©0.003226 0.996774
weig‘:i‘;g :zg i e e o VirusShare_0ac8ae925d4e7d6b754c6533068b6e06 ©.001311 0.998689
VirusShare_0ac9b76b75dc91dd2e0ca83aUd890cbe® 0.006185 0.993815

VirusShare_0bld47d5fUfcfUc665F142d6209falcb2 0.008414 0.991586

VirusShare_0b346b201da259377ball438504bbd%e 0.003217 0.996783

VirusShare_Ob3dbac1€5461615b?88e1c9076e7176 0.006907 0.993093



Molwore detection

syscall
extraction

training model

(][I (A [w]

Sequence of syscalls: ['socket', 'connect', 'dup2', 'dup2', 'execve']
: syscall MAL - Probability: ©.45
syscall _time - Probability: ©.10
syscall _exit - Probability: @.07
syscall_fork - Probability: 0.07
syscall_fcntl - Probability: @.e5
syscall_vfork - Probability: @.e3
syscall close - Probability: .03
syscall_socket - Probability: 0.02
syscall_setsid - Probability: ©.02
syscall prctl - Probability: ©.02

VvV V V V V V V V V.YV



Conclusiones



Lo progroamocion convierte lo intuicion en copocidad operotivo.
Dominor codigo es entender como realmente Funciona &l sistema.
Auvtomoatizar no es optimizor: s escolor tu ventodo.

Sober progromor transFormao limitaciones en herramientos.

El que domino abstracciones, impone los reglas del Juego.
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